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Why Your Business
Email Is Your
#1 Vulnerability
(And the Free Fix)
Your inbox is the front door every attacker tries first. Here’s exactly what they do — and the zero-cost 
controls that stop them.

91%
of cyberattacks start with a phishing or 

spoofed email

$4.9M
average Business Email Compromise loss 

— FBI 2024

$0
cost of SPF, DKIM, and DMARC — the 

email fixes that block most attacks
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What’s Inside This Guide

• Why email is every attacker’s entry point of 
choice

• How phishing, spoofing, and BEC actually work

• The anatomy of a business email attack (step by 
step)

• The 3 DNS records that stop most email attacks 
for free

• How to check your current email security in 5 
minutes

• Microsoft 365 email hardening steps (at no extra 
cost)

• The email security checklist every business 
needs

• Common mistakes and quick wins to act on today
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1. The Uncomfortable Truth About Business Email

Your business email is not just a communication tool. To every attacker who targets small businesses, 
it is the most valuable entry point, impersonation tool, and financial fraud enabler available. And in most 
small businesses, it is also the least protected system in the entire environment.

Here is why this matters: attackers are not sophisticated hackers breaking through firewalls. They are 
social engineers exploiting trust. And nothing in business carries more institutional trust than email. An 
email from your bank, your vendor, your attorney, your CEO — employees act on these without 
question. Attackers know this. They have built an entire industry around it.

The good news: the most effective email security controls available are completely free, require no 
software to install, and can be deployed in an afternoon. This guide walks you through all of them.

2. Why Email Is the #1 Attack Vector

REAL-WORLD SCENARIO — Business Email Compromise

An insurance agency owner received an email from “his attorney” with updated wire 
instructions for a commercial real estate closing. The email looked identical to every previous 
communication. He processed the $320,000 transfer. His attorney had never sent the email. 
The “from” address showed the correct domain — but because the agency had no DMARC 
record, anyone could send email that appeared to come from that domain.

The Three Email Attack Categories

Attack Type How It Works Who It Targets

Phishing Mass-sent emails designed to trick 
recipients into clicking malicious links 
or entering credentials on fake login 
pages. High volume, low 
personalization, automated at scale.

Anyone with an email address. 
Employees in finance, HR, and IT 
are prioritized targets.

Spear Phishing Targeted emails crafted specifically 
for one person or organization using 
researched personal details. Much 
more convincing than generic 
phishing.

Executives, finance staff, anyone 
with authority to approve payments 
or access sensitive systems.

Business Email 
Compromise (BEC)

Attacker impersonates an executive, 
vendor, or attorney to request 
fraudulent wire transfers, gift card 
purchases, or credential sharing. The 
most financially devastating attack 
type.

Businesses handling wire transfers, 
real estate closings, payroll, or 
vendor payments. Average loss: 
$130,000+.
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Domain Spoofing Attacker sends email that appears to 
come from your domain 
(yourname@yourcompany.com) 
without ever accessing your email 
account. Made possible by missing 
email authentication records.

Your clients, vendors, and partners 
— they receive fraudulent emails 
that appear to come from you.

Email Account 
Takeover

Attacker gains access to a real 
employee email account through 
phishing or credential stuffing, then 
conducts BEC from inside the 
legitimate account.

Any employee whose credentials 
have been compromised. Often 
discovered weeks or months after 
initial access.

Why Email Works So Well for Attackers

The Attacker’s Advantage

• Email carries inherent institutional 
trust

• Most people cannot distinguish real 
from fake headers

• DMARC/SPF/DKIM are missing on 
most SMB domains

• Employees are trained to respond to 
email quickly

• Urgency and authority bypass critical 
thinking

• BEC requires no malware — just a 
convincing message

• One click by one employee can 
compromise everything

The Defender’s Gap

• Most SMBs have no anti-phishing 
technology

• No SPF record — domain can be 
freely spoofed

• No DKIM — email integrity 
unverifiable

• No DMARC — no enforcement 
against domain abuse

• No external email warning banner

• No employee training on BEC 
verification

• No process to verify wire transfer 
requests

3. How a Business Email Attack Actually Unfolds

Understanding the attack chain — step by step — reveals exactly where defenses need to be placed. 
Here is a composite of how the most common email-based attacks against small businesses progress:

Attack Chain: Domain Spoofing → BEC Wire Fraud

01

RECONNAISSANCE
Attacker visits your company website, LinkedIn, and Google Maps listing. They collect: your 
email format (firstname@company.com), your executive names, your vendors and clients, your 
typical transaction types, and any recent business news (acquisitions, closings, projects).

02 DOMAIN CHECK
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Attacker runs a DMARC lookup on your domain at mxtoolbox.com. Result: no DMARC record. 
This means anyone can send email appearing to come from any@yourcompany.com without 
accessing your email account. Green light for the attacker.

03

EMAIL CRAFTED
Attacker composes a highly convincing email impersonating your CEO, an attorney, or a trusted 
vendor. The “From” name and address display as legitimate. The attacker sets a separate 
reply-to address to capture responses. No hacking required.

04

TARGET SELECTED
The email is sent to your bookkeeper, office manager, or anyone in a payment-processing role. 
It references a real project, uses correct names, and includes urgent language: “Confidential — 
need this processed today.”

05

CLICK OR COMPLY
The employee either clicks a link (credential theft) or follows wire instructions (direct fraud). The 
request appears completely legitimate. No malware is involved. No virus scanner triggers. No 
spam filter catches it.

06

FUNDS TRANSFERRED
Wire transfer is initiated. Once received in the attacker’s account, funds are typically moved 
within minutes to a foreign account. The window for recovery is 24–72 hours. Most businesses 
discover the fraud days or weeks later.

07

DISCOVERY — TOO LATE
The real CEO or vendor follows up. The fraud is discovered. The bank is contacted — funds are 
gone. FBI IC3 report is filed. Insurance claim submitted. Average recovery rate: less than 10% 
of funds transferred.

THE SCALE OF THE PROBLEM

This exact attack chain is being executed against small businesses thousands of times per 
day. The entire attack requires zero technical expertise, zero malware, and takes an attacker 
approximately 20 minutes to execute against an unprepared organization.

4. The Free Fix: Email Authentication Records

Here is where the good news starts. The technical backbone of email domain spoofing — the ability to 
send email that appears to come from your domain — is preventable with three DNS records. They are 
free. They require no software. They protect everyone who receives email claiming to be from your 
domain.

© 2025 Threatnexis. All rights reserved.  |  threatnexis.com Page 4



THREATNEXIS  |  Why Your Business Email Is Your #1 Vulnerability Free Edition  |  threatnexis.com

These records are: SPF, DKIM, and DMARC. Together, they form the email authentication standard 
that Fortune 500 companies, governments, and major email providers have used for years. Most small 
businesses have never heard of them. That gap is what attackers exploit.

SP
F

SPF — Sender Policy Framework $0
annual cost

20 min
to implement

SPF is a DNS record that specifies which servers are authorized to send email on behalf of 
your domain. When an attacker tries to send email appearing to come from 
you@yourcompany.com using an unauthorized server, receiving email systems check the SPF 
record — see the mismatch — and can reject or quarantine the message. Without SPF, any 
server in the world can claim to send email from your domain with zero verification.

D
KI
M

DKIM — Domain Keys Identified Mail $0
annual cost

30 min
to implement

DKIM adds a cryptographic signature to every email your domain sends. The receiving server 
verifies this signature against a public key published in your DNS. If the signature doesn’t 
match, the email has been tampered with — or is not actually from your domain. DKIM proves 
that an email originated from your mail server and was not modified in transit. It is the digital 
equivalent of a tamper-evident seal on every email you send.

D
M
A
R
C

DMARC — Domain-based Message 
Auth, Reporting & Conformance

$0
annual cost

30 min
to implement

DMARC is the policy record that ties SPF and DKIM together and tells the world what to do 
with emails that fail authentication. At p=none, it monitors and reports. At p=quarantine, failed 
emails go to spam. At p=reject, they are blocked entirely. Without DMARC, even with SPF and 
DKIM in place, spoofed emails can still reach recipients. DMARC is the enforcement layer — 
and it is what most small businesses are missing.

How They Work Together

Record What It Does Without It With It

SPF Lists authorized mail servers for 
your domain

Anyone can send email 
from your domain

Unauthorized servers 
flagged

DKIM Cryptographically signs every 
email you send

Emails can be forged or 
tampered with

Forgeries and 
tampering detected

DMARC Enforces SPF/DKIM and 
defines rejection policy

Spoofed emails reach 
recipients even if 
SPF/DKIM exist

Spoofed emails 
blocked at p=reject

5. Check Your Email Security Status Right Now
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Before you implement anything, check your current status. This takes less than 5 minutes and will tell 
you exactly where your email authentication gaps are.

Step-by-Step Email Security Audit (5 Minutes)
1. Go to mxtoolbox.com: Open your browser and navigate to mxtoolbox.com. This is a free email 

infrastructure analysis tool used by IT professionals worldwide.

2. Enter your domain: In the search box, type your email domain (e.g., yourcompany.com — not 
your full email address). Click the arrow to run the check.

3. Run the SPF check: Select “SPF Lookup” from the tools menu. Your domain should show a 
valid SPF record starting with “v=spf1.” If the result shows an error or no record found, you are 
vulnerable.

4. Run the DKIM check: Select “DKIM Lookup.” You will need your DKIM selector (usually 
“default,” “microsoft,” or your email provider name). If you don’t know your selector, ask your IT 
provider or check your email platform settings.

5. Run the DMARC check: Select “DMARC Lookup.” The ideal result shows a record with 
p=quarantine or p=reject. If you see p=none, spoofed emails are not being blocked. If no record 
exists at all, you have zero protection against domain spoofing.

6. Screenshot the results: Take a screenshot of each result. If any show errors or missing 
records, share them with your IT provider or use the implementation steps in the next section.

DO THIS NOW

Run this check on your domain right now, before reading further. The majority of small 
businesses that run this check for the first time discover they are missing at least one critical 
email authentication record. Knowing your gap is the first step to closing it.

How to Interpret Your Results

Record Result You See What It Means Action Required

SPF No SPF record found Your domain can be 
spoofed by any server

Publish SPF record 
immediately

SPF SPF record found — all 
passing

Authorized senders 
defined

Verify record includes 
all sending services

DKIM Selector not found DKIM not configured or 
wrong selector

Enable DKIM in your 
email platform admin

DKIM DKIM record found — 
valid

Emails cryptographically 
signed

No action needed — 
monitor for changes

DMARC No DMARC record 
found

Spoofed emails reach 
recipients even with 
SPF/DKIM

Publish DMARC 
p=quarantine or 
p=reject

DMARC p=none Monitoring only — not 
enforcing

Upgrade to 
p=quarantine then 
p=reject

DMARC p=quarantine Spoofed emails go to 
spam

Good. Move to 
p=reject when stable
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DMARC p=reject Spoofed emails fully 
blocked

Excellent. Review 
DMARC reports 
monthly

6. How to Implement the Free Fixes

Here is what you need to know before implementing: SPF, DKIM, and DMARC are configured in your 
DNS records — the settings that control your domain name. You add them through your domain 
registrar (GoDaddy, Namecheap, Cloudflare, etc.) or your web hosting provider. Your IT provider can 
implement all three in approximately 2 hours.

IMPLEMENTATION ORDER MATTERS

Important: Do not jump straight to DMARC p=reject without first confirming your SPF and 
DKIM are correctly configured and passing. Publishing p=reject too early can cause your 
legitimate emails to be blocked. The correct order is: SPF → DKIM → DMARC p=none 
(monitor) → DMARC p=quarantine → DMARC p=reject.

SPF Implementation

What to publish in your DNS:

Type Record Value

TXT For Microsoft 365:  v=spf1 include:spf.protection.outlook.com 
-all
For Google Workspace:  v=spf1 include:_spf.google.com ~all

Hostname: @ (your root domain) | TTL: 3600 | Replace the existing TXT record if one already exists for  
v=spf1.

DKIM Implementation
DKIM is configured in your email platform, which generates the DKIM keys and tells you the DNS 
record to publish. The process varies by platform:

Platform Where to Enable DKIM

Microsoft 365 Microsoft 365 Defender → Settings → Email & Collaboration → DKIM → 
Select your domain → Enable. Microsoft will show you the two CNAME 
records to publish in DNS.

Google Workspace Admin Console → Apps → Google Workspace → Gmail → Authenticate 
email → Generate new record. Publish the TXT record shown in your DNS.

GoDaddy Email My Products → Email → Settings → DKIM. Follow the setup wizard to 
generate and publish keys.
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Mailchimp Account → Domains → Authenticate Domain. Mailchimp generates the 
DKIM CNAME records to add to your DNS.

Other Providers Search: “[your email provider] DKIM setup instructions.” Every major 
provider has documentation. Your IT provider can also generate and 
publish DKIM keys for any custom setup.

DMARC Implementation

Start at p=none (monitoring) and graduate to p=reject:

Phase Policy DNS Record to Publish

Week 1–2 p=none (monitor)
v=DMARC1; p=none; rua=mailto:dmarc@yourdomain.com; 
ruf=mailto:dmarc@yourdomain.com; fo=1

Week 3–4 p=quarantine (partial 
enforce)

v=DMARC1; p=quarantine; pct=50; 
rua=mailto:dmarc@yourdomain.com

Month 2+ p=reject (full enforce) v=DMARC1; p=reject; rua=mailto:dmarc@yourdomain.com

DNS Record Type: TXT | Hostname: _dmarc.yourdomain.com | TTL: 3600 | Replace yourdomain.com 
with your actual domain.

7. Additional Free Email Hardening (Microsoft 365 Users)

If your business uses Microsoft 365, you have access to additional email security controls that cost 
nothing extra but can dramatically reduce phishing and malware delivery via email. Most businesses 
have never turned these on.

☐ Control
Where to 
Enable

Cost

☐

Enable external email warning banner
Shows a yellow “EXTERNAL” tag on emails from outside your 
organization. Instantly alerts employees to treat the email with 
extra caution.

Exchange 
Admin Center 
→ Mail Flow → 
Rules

Free

☐

Enable anti-phishing policy with impersonation 
protection
Protects against emails impersonating your executives and 
domain names. Catches look-alike domains (company-
security.com vs. company.com).

M365 
Defender → 
Policies → 
Anti-phishing

Free (Business 
Std)

☐

Enable Safe Links (real-time URL scanning)
Rewrites every URL in email and re-checks it at time of click 
against Microsoft’s threat intelligence. Blocks malicious links 
even if they weren’t known-bad at send time.

M365 
Defender → 
Policies → 
Safe Links

Business 
Premium

☐ Enable Safe Attachments (sandbox detonation)
Opens every email attachment in a secure virtual environment 
and checks for malicious behavior before delivering to the 

M365 
Defender → 
Policies → 

Business 
Premium
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recipient’s inbox. Safe 
Attachments

☐
Block automatic forwarding to external domains
Prevents attackers (or compromised accounts) from silently 
forwarding all incoming email to an external address they control.

Exchange 
Admin Center 
→ Anti-Spam

Free

☐

Review and remove suspicious email forwarding rules
Attackers who compromise an email account often create hidden 
forwarding rules. Review all user email rules in the admin center 
monthly.

Exchange 
Admin Center 
→ Mailboxes

Free

☐

Enable MFA on all Microsoft 365 accounts
Credential theft via phishing is the gateway to email account 
takeover. MFA blocks 99.9% of automated credential attacks. 
Enable Security Defaults immediately.

M365 Admin 
→ Identity → 
Security 
Defaults

Free

8. The Email Security Checklist

Use this checklist to assess and track your organization’s email security posture. Complete it before 
and after implementation to measure progress.

DNS AUTHENTICATION

☐ Item Priority Done

☐ SPF record published and passing for your email domain Required ☐

☐ DKIM signing enabled in your email platform and DNS record 
published

Required ☐

☐ DMARC record published at minimum p=quarantine Required ☐

☐ DMARC record at p=reject (final target) Best Practice ☐

☐ DMARC reporting email address configured to receive aggregate 
reports

Recommended ☐

ACCESS CONTROLS

☐ Item Priority Done

☐ MFA enabled on all Microsoft 365 or Google Workspace accounts Required ☐

☐ No shared email accounts without dedicated MFA Required ☐

☐ Email administrator accounts protected with hardware MFA key Best Practice ☐

☐ External email forwarding blocked at the organizational level Recommended ☐

☐ Email forwarding rules audited monthly for unauthorized rules Recommended ☐
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FILTERING & DETECTION

☐ Item Priority Done

☐ Anti-phishing policy enabled with impersonation protection Required ☐

☐ External email warning banner enabled for all users Recommended ☐

☐ Safe Links enabled (M365 Business Premium or equivalent) Best Practice ☐

☐ Safe Attachments enabled (M365 Business Premium or equivalent) Best Practice ☐

☐ Email spam/malware filter active and monitoring logs reviewed Required ☐

PROCESS & TRAINING

☐ Item Priority Done

☐ Employees trained to recognize phishing email red flags Required ☐

☐ Verbal verification process for all wire transfer instruction changes Required ☐

☐ Designated person for employees to report suspicious emails Recommended ☐

☐ Employees know NOT to approve unexpected MFA push requests Required ☐

☐ Annual phishing simulation test conducted Best Practice ☐

9. The 5 Most Dangerous Email Security Mistakes

⚠

Assuming “We have spam filtering” Means You’re Protected
Basic spam filters block mass-sent junk email. They do nothing to stop targeted BEC attacks, 
domain spoofing, or spear phishing emails crafted specifically for your organization. Spam 
filtering and email security are not the same thing.

⚠

Publishing DMARC at p=none and Calling It Done
DMARC at p=none is a monitoring mode — it collects reports but does nothing to stop 
fraudulent emails from reaching recipients. Many IT providers set DMARC to p=none and never 
revisit it. Without moving to p=quarantine or p=reject, attackers can still freely spoof your 
domain.

⚠

No BEC Verification Process for Wire Transfers
All the email security technology in the world does not replace a simple verbal verification step: 
before processing any wire transfer, change in bank details, or unusual payment request, call 
the requesting party on a known phone number. One phone call is the most effective BEC 
prevention available.
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⚠

Shared Email Accounts Without Individual Accountability
Shared inboxes like info@company.com or accounting@company.com that multiple employees 
access with the same password are impossible to secure with MFA and create zero 
accountability for suspicious activity. Convert shared inboxes to Microsoft 365 Shared Mailboxes 
with individual user access.

⚠

Not Monitoring Your DMARC Reports
Once DMARC is published, it generates aggregate reports showing who is attempting to send 
email using your domain. These reports are invaluable for detecting spoofing attempts and 
identifying legitimate sending sources you may have missed. Set up DMARC reporting and 
review it monthly.

10. Your Next 30 Minutes

Here are the five highest-impact actions you can take in the next 30 minutes to dramatically improve 
your email security:

# Action Time Cost

01
Go to mxtoolbox.com right now. Enter your domain. Check SPF, 
DKIM, and DMARC. Screenshot the results. You will know your 
exact gap in under 5 minutes.

5 min
Free

02

If DMARC is missing, email your IT provider or DNS registrar 
today: “We need to publish a DMARC record at p=quarantine for 
our domain. This is urgent.” Copy the record from Section 6 of 
this guide.

5 min

Free

03

Log into your M365 Admin Center. Go to Exchange Admin 
Center → Mail Flow → Rules. Add a rule: for all external senders, 
prepend the subject with [EXTERNAL]. This one change 
immediately improves employee phishing vigilance.

10 min

Free

04

Write this procedure down and share it with anyone who handles 
payments: “If you receive any request to change bank details, 
wire funds, or purchase gift cards via email — call the requestor 
on a known phone number before taking any action. No 
exceptions.”

5 min

Free

05
Go to admin.microsoft.com → Identity → Properties → Manage 
Security Defaults. Enable MFA for all users. This prevents email 
account takeover even if passwords are stolen.

5 min
Free

11. Resources & Next Steps
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Free Tools and Resources
• MxToolbox Email Health Check: mxtoolbox.com

• DMARC Analyzer (free monitoring): dmarcanalyzer.com

• Cloudflare Email Security (DMARC reporting): cloudflare.com/products/email-security

• Google Admin Toolbox (SPF/DKIM/DMARC check): toolbox.googleapps.com

• Microsoft Defender for Office 365 setup: security.microsoft.com

• FBI IC3 BEC Complaint Center: ic3.gov

THREATNEXIS CLOSING INSIGHT

Your email domain is your business identity. Protecting it from spoofing is not a technical 
exercise — it is protecting your clients, your vendors, and your reputation from being 
weaponized against the very people you do business with. The fixes are free. The cost of 
inaction is not.

SEO & Content Strategy Reference
Primary Keyword:

• business email security small business

Secondary Keywords:

• how to stop email spoofing small business

• DMARC SPF DKIM small business setup

• business email compromise prevention

• phishing email protection small business free

• Microsoft 365 email security hardening

SEO Title:

• Why Your Business Email Is Your #1 Vulnerability (And the Free Fix) [2025]

Meta Description:

• 91% of cyberattacks start with email. Learn how phishing, spoofing, and BEC actually work — and 
the free DNS records (SPF, DKIM, DMARC) that stop most of them. Includes a step-by-step 
implementation guide.

SEO Slug:

• /business-email-security-vulnerability-free-fix

People Also Ask:

• How do I stop email spoofing for my business?

• What is DMARC and do I need it for my small business?
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• What is Business Email Compromise and how do I prevent it?

• How do I check if my domain has SPF and DMARC?

• What is the difference between phishing and BEC?

Monetization Opportunities:

• Premium Email Security Playbook (this guide’s premium version)

• Email Security Configuration Service (SPF/DKIM/DMARC + M365 hardening)

• BEC Prevention Workshop for Staff

• Email Security Assessment & Gap Report

• Virtual CISO Retainer — ongoing email security monitoring

Want the Complete Small Business Security Toolkit?
The Threatnexis Premium Email Security Toolkit includes industry-specific playbooks, 

BEC response templates, DMARC monitoring guides, and more:

  Complete Email Security Implementation ✓
Playbook

  BEC Incident Response Templates✓
  7 Industry-Specific Email Risk Profiles✓
  DMARC Monitoring & Reporting Guide✓

  Staff Training Script: Phishing & BEC✓
  Wire Transfer Verification Policy Template✓
  Email Security Maturity Scorecard✓
  Board-Ready Email Risk Report Template✓

  [Unlock the Premium Small Business Security Toolkit at➤  
threatnexis.com]

Need Your Email Security 
Configured?

Threatnexis Consulting implements SPF, 
DKIM, DMARC, and full M365 email hardening 
for your business — done right, documented, 

and verified.

  [Book a Free Consultation]➤

Join the Threatnexis Insider 
Community

Monthly checklists, templates, security tips, 
and new downloads — always free.

  [Subscribe Free]➤
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