THREATNEXIS - 90-DAY RISK PROGRAM SPRINT TR/

How to Build a Repeatable Risk Assessment Program in 90 Days — Without Hiring a Ne

Phase 1 Phase 2 Phase 3 Total Risks Critical ] High
Tasks Done Tasks Done Tasks Done Loaaed Risks
of 14 tasks of 14 tasks of 14 tasks in register need action

PHASE COMPLETION TRACKER

Phase 1 — Foundation (Days 1-30) 0%
Phase 2 — Execute (Days 31-60) 0%
Phase 3 — Sustain (Days 61-90) 0%

HOW TO USE THIS WORKBOOK

Phase 1 Checklist Work through Days 1-30 tasks. Mark each 'Done' to update the dashb
Phase 2 Checklist Work through Days 31-60 tasks. Complete all Phase 1 items before st
Phase 3 Checklist Work through Days 61-90 tasks. This phase creates program repeata

Risk Register Log identified risks during Phase 2. Likelihood x Impact auto-calculate
== Asset Inventory Build your asset inventory in Phase 1, Week 3. Used in risk register.
99 Roles & RACI Assign named individuals to each role before Day 30.

PREMIUM TOOLKIT: Complete template pack - Assessment playbook - Findings report - PowerPoint ¢
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Phase 1 — Foundation [Days 1-30]

Task ID Task Description mm Target Date

Executive sponsor identified and
P1-001 commitment confirmed e e

P1-002 Risk Assessment Charter drafted Not Started
Risk Assessment Charter signed

oo LSS R e e ot staried
P1-004 v1e (ii J%\f Ir;l]_a% %%%?) 8wner Not Started
P1-005 88mers |dent|dledban|(t:i ot{fl o Not Started
p1-006 >0-day calendar built, distributed, - oy gtarteq

and.calendar. invites. acggoted
P1-007 documented (Likelihood x Impact Not Started

P1-008 documented (NIST SP 800 30 Not Started
e T
P1-009 (Fmanmal Operatlonal Not Started
A A A i Ul
P1-010 + Operatlons + one Business Unit Not Started

ool v uratun ) v v wur s e v

P1-011 with classification and criticality Not Started
All'roles assigned with named

P1-012 Not Started
g dividu o%dser interview template

P1-013 _aklze d atn d {ev'e}”t it an Not Started

Silc(y) | B R U] Not Started

reviewed
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Phase 2 — Execute [Days 31-60]
I T T T

P2-001 schedyled (one per system in Not Started
P2-002 In;g{]\g]eg:/]tl ((j:ompleted and notes Not Started
P2-003 n;gngegxégompleted and notes Not Started
200 oo apieis depymemen ' 5o
P2-006 in-.SQ.QQB,aSSgL.. ¢ EJS....W Not Started
P2-007 identified and documented per Not Started
P2-008 Thcr;?]atn?(;fé types documented for Not Started
P2-009 gﬁ risks scored using documented Not Started

wethQdov. (LX)l cew .o
P2-010 eachrisk (None / Low / Moderate / Not Started
Residual risk scores calculated for

P2-011 ﬂ” fli(ndinost_ e (PLpa Not Started

P2.012 isk priorities assigne (P1-P4) Not Started
Basl?d on resgiu%l scores

P2.013 Isk register draft comp eted — all Not Started
reguited fields nopulated. ...

P2-014 findings and confirmed with Not Started
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Phase 3 — Sustain [Days 61-90]

Task ID Task Description mm Target Date

Findings report executive

P3-001 . N
3-00 summary.yuitten.(1agek ... ot Started
P3-002 (scope, methodology, findings, Not Started
Executive briéfing deck built from
P3-003 _ dinas reBort Not Started
xecutive briefing delivered to
PO oadeishin oA o -
P3- - . : N
3005 ocheduled (it anplicahle).. «....... O Started
P3-006 confirmed and accepted Not Started
Target remediation dates set for
P3-007 - N
3-00 ALB1Land.p2 findings. ... ot Started

P3-008 meetings scheduled (4 quarters Not Started

Risk exception process
P3- N
3-009 documented oo oo ot Started
P3-010 another person could run Cycle 2  Not Started

P3-011 Cycle 2 scope defined in writing Not Started
Cycle 2 kickoff date scheduled on

P3-012 Broanizati%giall 8a¥en dar Not Started

P3-013 rogram s defined and Not Started
basgline. valugs.recorded..

P3-014 operational — Day 90 milestone Not Started
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RISK REGISTER - Auto-Scoring - NIST

Enter Likelihood (1-5) and Impact (1-5) — Gross Sco

Likelihood Impact Gross Score
sk | miskowserpion | asser |0 ) | O

UOLUTTICT AUUU UL LANC UV Ol VK

R-001 creden'ual stuffing — no MFA  Customer Portal 5 4

R-002 éh;‘;?;;hogr‘;gla:’d;ﬁihl T Finance ERP 3 5 15
custuric! uuiueAPBS i btk - -

R-003 miﬁqonfigqredn§§ buckets with  AWS S3 3 5 15

R-004 B‘M,‘Aﬁéh;)\;)l:c‘;/lﬁup:;c;’ne;od; Corporate Email 4 4 16

R-005 ‘J:\'/bg{tyexat(ﬁlrd”pgrt[‘;/ Ip;;roll Payroll System 2 5 10

R-006

R-007

R-008

R-009

R-010



SP 800-30 - L x | Methodology

re, Rating, and Priority auto-calculate

Risk Rating . Residual Risk .

CAPTCHA, partial

Critical L High Not Started
rateJimiting,,,.., ..o
High privileged access Critical Not Started
ST ypaoirat ivoy,
High no access logging Critical Not Started
iU ey,
High phishing High Not Started
Medium only; no security High Not Started

Not Started
Not Started
Not Started
Not Started
Not Started



ASSET INVENTORY - Phase 1, Week 3 Delive
T N e o

A-001 Customer Web Portal Application IT/Dev Team Pl / Financial Yes

A-002 ::gilag/coeraEclTeF; Application Finance / IT Fi_nancial /Pll No

A-003 AWS S3 Data Lake Cloud Storage  DevOps g/lc;)r;egp_” Yes (partial)
A-004 ﬁthive DITEED AL Identity IT Admin All Credentials No

A-005 Corporate Email (M365) SaaS IT Confidential ~ Yes

A-006 Pgiltro)ll PTEBEEEEr (T Vendor System HR / Finance Pl / Financial Via vendor
A-007 ~£n5%f§)yee Laptops (Fleet Endpoint IT Mixed Indirect
A-008

A-009

A-010



Criticality

Public-facing; primary

Critical @ven e svst?m .
Critical ore financial reporting
vstem .
Hiah egacy migration left 2
9 huckets public
Critical ore identity
infrastruc u,reh_
High rimary phishing attack
ge%tor
Critical ubprocessors
&nknown .
Medium emote workforce; AV

aaina



ROLES & RACI — Assignh Names Before Day 30

. .. . Named

Risk Program Lead
Assessment Analyst
Executive Sponsor

Asset Owner — IT

Asset Owner —
Finance

Asset Owner —
Operations

Asset Owner — HR

Risk Register Owner

Remediation Owners
(P1/P2)

Key Responsibilities
UWIIS U1e proyidriil, Cridirs

CISO /1T Manager / [Enter name] meetings, presents to board, signs

VCISO neetin nts to board,
Senior Security Analyst / - Rais 'ﬁlé‘m?wb, p%hb'mdf%q;bg .
IT Analyst [Enter name] register, performs threat ID. 10-15

'S'l@f‘f%”lﬁ'(d’l‘t@f’,‘?'eﬂﬁ)\/%\; UIVCKETS,
[Enter name] receives quarterly briefing. 1-2
RALIGENSNGECUTR 11 systems.
IT Director / IT Manager [Enter name] Attends one 90-minute interview.
WRIAART SasRIOI ARG Cia
[Enter name] systems. 90-minute interview
INENENVfuject 1ur uperavona
[Enter name] systems. 90-minute interview
INEMNENVfuject 1ur Ak anu
[Enter name] payroll systems. 90-minute

intansinwnw ~rnmmitmaoant

tracks remediation status,
prepares quarterly review. 2—4
findings. Set and meet
remediation dates. Report status

CIO/CFO/CEO

CFO / Finance Director

COO / Operations
Manager

CHRO / HR Manager

IT GRC / Compliance /
Program Office

Varies — assigned per
finding

[Enter name]

[Enter name]
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